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DATA REQUEST 

San Diego Gas & Electric Company 2016 General Rate Case
A.14-11-003
Date:


January 8, 2015
Responses Due:    January 23, 2015
To:

Chuck Manzuk
cmanzuk@semprautilities.com

858-654-1782

From:

Clayton Tang and Truman Burns, Project Coordinators
Office of Ratepayer Advocates



505 Van Ness Avenue, Room 2207


San Francisco, CA  94102

Originated by:  
Peter Morse
Phone:

415.703.2740
Email:

pm1@cpuc.ca.gov

Data Request No:  
ORA-SDG&E-036-PM1
Exhibit Reference:   SDG&E-19
Subject:
IT Cybersecurity
Please provide the following:

1. Please provide SDG&E’s policy governing cybersecurity.
2. Please provide a list of each cybersecurity related capital project SDG&E has requested funding for in the TY 2008, TY 2012 and TY 2016 GRCs with the following information:
a. Yearly funding requested (in nominal and test year 2013 dollars).
b. Scope of project.

c. Intention of project.

d. If SDG&E conducted cost to benefit studies, please provide copies of the studies.

e. Copies of direct testimony and supporting workpapers.

f. Actual recorded spending by year, delineated by capital expenditures and O&M expenses and further by labor and non-labor (in nominal and test year 2013 dollars).
3. Please provide a list of all state and federal cybersecurity mandates SDG&E currently must comply with. Also, identify if SDG&E forecasts new cybersecurity mandates from 2015-2017, if so, provide a list of the possible new state/federal mandates.  

4. Identify all cyber-attacks on SDG&E systems in 2013 and 2014. Explain which systems were hacked and the process the hackers used.  Also, identify if SDG&E quantifies the costs to investigate, remediate, mitigate against future attacks, etc. for each attack. 
5. Please provide all NERC/FERC compliance reports from 2010-2014. List all violations/possible violations by year, including how SDG&E remediated the violations/possible violations and mitigation plans for each violation.
6. Please identify if SDG&E has been levied any fines by FERC/NERC, for cybersecurity violations. If the answer is yes, provide yearly fines levied from 2010-2014 (in nominal and test year 2013 dollars).  
7. Please provide SDG&E’s annual 2012-2014 Review CIP-002 CIP review.
8. Please provide a list of each third party SDG&E contracts with to provide cybersecurity and for each third party provide the following information:
a. Responsibilities of the contractor.

b. Responsibilities of SDG&E to comply with contract terms.

c. Yearly expenses paid to contractor 2012-2014 and forecast for 2015-2017.

d. Contract start date and expiration date.

9. Please identify and explain the training materials SDG&E has used yearly 2010-2014, for cybersecurity training, including the yearly O&M expenses incurred (delineated by labor and non-labor and further by cost center in nominal and test year 2013 dollars) from 2010-2013 for providing cybersecurity training.

Note: Please provide separate word documents for each question. If the any of the information requested above is unavailable, please contact ORA to determine an alternative.
END OF REQUEST

Instructions

You are instructed to answer the following Data Requests in the above-captioned proceeding, with written, verified responses per Public Utilities Code §§ 309.5 and 314, and Rules 1.1 and 10.1 of the California Public Utilities Commission’s Rules of Practice and Procedure. Restate the text of each request prior to providing the response.  If you have any questions regarding this data request, please contact the Originator at the email address or phone number above.

Each Data Request is continuing in nature. Provide your response as it becomes available, but no later than the due date noted above.  If you are unable to provide a response by this date, notify the Originator and ORA Project Coordinator(s) as soon as possible, with a written explanation as to why the response date cannot be met and a best estimate of when the information can be provided.  If you acquire additional information after providing an answer to any request, you must supplement your response following the receipt of such additional information.
Identify the person providing the answer to each data request and his/her contact information.  All data responses need to have each page numbered, referenced, and indexed so worksheets can be followed.  If any numbers are calculated, include a copy of all supporting electronic files, with data and formulas intact and functioning, so that the formula and their sources can be reviewed.  Responses should be provided both in the original electronic format, if available, and in hard copy.  (If available in Word or Excel format, send the Word document or Excel file and do not send the information only as a PDF file.)  All electronic documents submitted in response to this data request should be in readable, downloadable, printable, and searchable formats, unless use of such formats is infeasible.  
Documents produced in response to the data requests should be numbered, and indexed if voluminous.  Responses to data requests that refer to or incorporate documents should identify the particular documents referenced by page numbers. 

If a request, definition, or an instruction, is unclear, notify ORA as soon as possible.  In any event, answer the request to the fullest extent possible, specifying the reason for your inability to answer the remaining portion of the Data Request.
Provide two copies of the above information as it becomes available but no later than the due date identified above.  Provide electronic responses if possible, and set of hard copy responses with your submittal to the data request Originator and the ORA Project Coordinator(s).
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