SAN DIEGO GAS AND ELECTRIC COMPANY

SOUTHERN CALIFORNIA GAS COMPANY

2013 TRIENNIAL COST ALLOCATION PROCEEDING (A.11-11-002)

(DATA REQUEST DRA-GCN-5)
______________________________________________________________________


QUESTION GCN5-1:

For each of the 11 regulatory accounts addressed in Mr. Shimansky’s testimony, provide brief descriptions of the internal accounting controls pertaining to account revenues, costs, and expenses.

RESPONSE GCN5-1:

Attached is the financial controls/SOX test plan for the balancing accounts at SDG&E.
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QUESTION GCN5-2:

For the period January 2008 to the present, provide copies of all internal audit reports and independent auditor reports pertaining to the 11 regulatory accounts addressed in Mr. Shimansky’s testimony.
RESPONSE GCN5-2:

SDG&E reviewed all SEU and SDG&E audits in the specified timeframe and there are no audits relating to the regulatory accounts in the testimony of Mr. Shimansky. 
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 SOX Risk Assessment Test Plan

		Sempra Energy Utilities

		Regulatory Reporting Cycle

		Regulatory Accounts SubCycle

		2012 SOX Risk Assessment/Test Plan

		Purpose

		The purpose of this document is to describe the key controls that provide evidence related to management’s assertions about the effectiveness of internal controls over financial reporting. Management’s documentation of the results of its testing must be at a level that allows others to clearly understand the objective and scope of the testing, the procedures performed, who performed the procedure, when the test was performed and the results of testing.  Documentation should be prepared at a level of detail that is sufficient for others to reperform the testing on the same sample items.

		The Potential Risk column below describes management's assessment of the risks and controls related to potentially significant errors in accounting for or disclosing financial transactions. The threshold for assessing significant risk and their mitigating controls has been set at $5.0 million for each utility. The assessed risk associated with the controls refers to the likelihood that the failure of the control could result in a significant error.

		This document reflects management's assessment of potentially high risks inherent in the Regulatory Reporting cycle scope and the primary controls designed to provide reasonable assurance that significant errors and fraudulent activities will be prevented or detected. Potential significant errors that were considered include transactions that were not properly recorded in the general ledger, were incomplete or invalid, were not recorded in the proper period, were unauthorized, were valued incorrectly, or were presented incorrectly in the financial statements.

		COVER refers to the type of risk addressed by the control: Completeness, Rights & Obligations, Valuation, Existence, or Reporting.

		Once testing is completed, the results are documented in Control Design and Control Operation fields. The workpapers used to capture the details of the SOX testing are referenced in the WP Ref field, and this document is signed by the test preparer.

						VP approval: Cheryl Shepherd

		Scope:		Q1 2012		Manager approval: Reggie Austria

		Test Step		Potential Risk - High		Mitigating Controls		Test Objective / Procedure		C		O		V		E		R		Is the control designed effectively		Is the control operating effectively		Flowchart
Ref		Preventative or Detective Controls		Automated or Manual Controls		Director		VP

		1		Regulatory decisions (FERC and CPUC) and associated rates, relating to balancing accounts, that are not implemented accurately and on a timely basis may result in a significant misstatement on the financial statements (i.e. balancing too much/too little O&M expenses could result in misstated net income).		2. Appropriate individuals review Regulatory Reportings’ detail schedules and summary reports for missing, inaccurate and inappropriate amounts to ensure revenue and expense are recorded in compliance with established regulatory decisions. Activity in accounts is reviewed to ensure completeness, validity, cutoff, and accuracy.		1.2-s Balancing Accounts - Regulatory Reporting
Step one: Verify Regulatory Accounts Manager reviews all balancing account schedules for reasonableness of activity by performing following steps:
     (a)   Obtain an SAP listing of all balancing accounts per the G/L as of the last date of the test period 
     (b)   Determine the appropriate number of accounts for testing each company based on guidance from Deloitte and Business Controls, and randomly select the samples
     (c)   Obtain balancing account schedules (corresponding journal entries) for the last month within the testing period and agree over or undercollected balances to G/L
     (d)   Review schedule (Journal Entry packet) for unexplained reconciling items
     (e)   Validate manager's review as evidenced by initial on JE		X				X				X						3a		Detective		Manual		Craig Gentes		Bob Schlax / Cheryl Shepherd

		3		An employee who is not authorized to make changes to the spreadsheet gains access to the spreadsheet and makes changes.		1. Spreadsheets which are crucial to the validity of the financial statements are protected by 1) denial of access by unauthorized persons to the system drive or 2) to the spreadsheet itself.		2.1-s Critical Spreadsheet Access.
Step One: Verify with Regulatory Accounts management or with Information Protection (IT) as to whether an employee outside of Financial Accounting may access the system drive where the crucial spreadsheets are kept.

Step Two: If the system drive is not protected from unauthorized access, verify that the individual files are password-protected.						X		X								3a		Prevention		Automatic		Craig Gentes		Bob Schlax / Cheryl Shepherd

		4		Changes (inputs) to crucial spreadsheets are not reviewed and approved.		1. Spreadsheets are reviewed and approved when used as backup for a journal entry or other function.		3.1-s Critical Spreadsheet Review and Approval.
Step One: Judgmentally select an appropriate number of spreadsheets from the list to use as a sample.

Step Two: Obtain the journal entry or other document from the time period being tested that is supported by the spreadsheet.

Step Three: Verify that a hard copy of the lead schedule of the spreadsheet is attached to the journal entry or other document, and that the package has been reviewed and approved.		X		X		X		X		X						3a		Detective		Manual		Craig Gentes		Bob Schlax / Cheryl Shepherd

		5		Electronic copies of crucial spreadsheets are not backed up to ensure retrieval in case of file or computer problems.		1. Spreadsheets are kept on the shared drives, which are backed up daily.		4.1-s Critical Spreadsheet Backup.
Step One: Verify with the manager that the storage drive is backed up by the company network daily.

Step Two: Verify that all crucial spreadsheets are located on the regular storage drive, which is backed up on a regular basis.		X						X		X						3a		Prevention		Manual		Craig Gentes		Bob Schlax / Cheryl Shepherd

		6		Different versions of critical spreadsheets are not clearly labeled and filed, causing errors.		1. Spreadsheets are named according to established conventions using some or all of the following elements: activity, company, period, and version.		5.1-s Critical Spreadsheet Organization.
Step One: Judgmentally select an appropriate number of spreadsheets from the list to use as a sample.

Step Two: Verify that the name clearly conveys the purpose and version of the spreadsheet.

Step Three: Examine the electronic folders where the spreadsheets are filed, and verify that the organization is clear and appropriate.		X		X		X										3a		Prevention		Manual		Craig Gentes		Bob Schlax / Cheryl Shepherd

		7		Inputs to the critical spreadsheets are incorrect, resulting in errors and material misstatements.		1. Input controls are utilized.		6.1-s Critical Spreadsheet Input Controls.
Step One: Judgmentally select an appropriate number of spreadsheets from the list to use as a sample.

Step Two: Identify and document the input controls being utilized on each spreadsheet.

Step Three: For each spreadsheet, determine if the input controls utilized are appropriate and adequate, such as displaying manual inputs in a different color or font, indicating the sources of the data utilized, and avoiding hard-coded numbers within formulas.		X		X		X										3a		Prevention		Manual		Craig Gentes		Bob Schlax / Cheryl Shepherd

		8		Regulatory accounting systems and subsidiary records are monitored & maintained to preserve integrity of general ledger balances.		1. SCG Data is transferred from CIS to CSD and then from CSD to SAP and reconciled on a timely basis, and unusual items are investigated and resolved. (SDG&E is tested in the SDG&E Revenue Cycle).		9.1-s The monthly CSD to SAP reconciliation is performed and reviewed by appropriate individuals.  Variances are researched and noted.
Step One: Randomly select two months for the period under review and obtain the CIS to CSD reconciliation prepared by the Regulatory Accounts staff. 

Step Two: For the months selected, obtain the CSD to SAP reconciliations prepared by Regulatory Acounts staff.  

Step Three:  Review reconciliation for unexplained reconciling items. 

Step Four:  Validate that reconciliation was reviewed by Regulatory Accounts Manager as evidenced by initial on reconciliation or other appropriate document (i.e., journal entry/interface check list).		X				X				X						3a		Detective		Manual		Craig Gentes		Bob Schlax / Cheryl Shepherd
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1.2-s

		Business Cycle:		Regulatory Reporting								Control Number				1.2-s Review Activity

		Process Name:		Regulatory Reporting								Is the control designed effectively?

		Sub process:		Regulatory Accounting								Is the control operating effectively?

		Control Owner:		Scott Kyle / Reggie Austria

		Testing Period										Control Frequency				Daily

		Tester										Sample Size (Total)				20 accounts

		Does the Tester understand how the control operates? (Yes or No)										Sample Selection Method				Random

		Control Description		Appropriate individuals review Regulatory Accounts' detail schedules and summary reports for missing, inaccurate and inappropriate amounts to ensure revenue and expense are recorded in compliance with established regulatory decisions. Activity in accounts is reviewed to ensure completeness, validity, cutoff, and accuracy.

		Questions Asked or Information Validated by Manager/Supervisor:

		Completeness and Accuracy of Report Used for Control Activity (if applicable):

		Description of Test Procedures		Verify Regulatory Accounts Manager reviews all balancing account schedules for reasonableness of activity by performing the following steps:
     (a)   Obtain an SAP listing of all balancing accounts per the G/L as of the last date of the test period 
     (b)   Determine the appropriate number of accounts for testing each company based on guidance from Deloitte and Business Controls, and randomly select the samples
     (c)   Obtain balancing account schedules (corresponding journal entries) for the last month within the testing period and agree over or undercollected balances to G/L
     (d)   Review schedule (Journal Entry packet) for unexplained reconciling items
     (e)   Validate manager's review as evidenced by initial on JE

		Detail of Exception(s) Noted

		Remediation Plan (if applicable)

		Estimated Remediation Date (if applicable)

		Results of testwork for samples selected

						Test Plan Steps Performed

		Selection #		Selection Description				Attribute 1		Attribute 2		Attribute 3		Comments

		Attribute Legend

		Attribute 1		Balance on balancing account schedule agrees to the G/L.

		Attribute 2		Reconciling items are explained.

		Attribute 3		Journal entry has been reviewed by manager.

		Source Documentation / Sample Population Description

		Additional Comments

		SCG Regulatory Accounts in March 2012 listed a total of 21 possible journal entries for balancing accounts. 21 x 12 = 252 = annual estimate. Using Business Controls’ guidelines of 1-12 for monthly, 12-52 for weekly, 52-260 for daily, and <260 for many times daily, the balancing accounts should be tested under the “daily” status, which requires 20 samples.

		Preparer:

		Reviewer
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2.1-s

		Business Cycle:		Regulatory Reporting								Control Number				2.1-s Critical & Significant Spreadsheet access

		Process Name:		Regulatory Reporting								Is the control designed effectively?

		Sub process:		Regulatory Accounting								Is the control operating effectively?

		Control Owner:		Scott Kyle / Reggie Austria

		Testing Period										Control Frequency				Ongoing

		Tester										Sample Size (Total)				All drives where critical spreadsheets are stored

		Does the Tester understand how the control operates? (Yes or No)										Sample Selection Method				All drives where critical spreadsheets are stored

		Control Description		Spreadsheets which are crucial to the validity of the financial statements are protected by 1) denial of access by unauthorized persons to the system drive or 2) to the spreadsheet itself.

		Questions Asked or Information Validated by Manager/Supervisor:

		Completeness and Accuracy of Report Used for Control Activity (if applicable):

		Description of Test Procedures		Step One: Verify with Regulatory Accounts management or with Information Protection (IT) as to whether an employee without proper authorization may access the system drive where the crucial spreadsheets are kept.

Step Two: If the system drive is not protected from unauthorized access, verify that the individual files are password-protected.

		Detail of Exception(s) Noted

		Remediation Plan (if applicable)

		Estimated Remediation Date (if applicable)

		Results of testwork for samples selected

						Test Plan Steps Performed

		Selection #		Selection Description								Attribute 1		Attribute 2		Comments

		1

		2

		3

		3

		Attribute Legend

		Attribute 1		System drive is protected from unauthorized access.

		Attribute 2		Individual files in unprotected system drive are password-protected.

		Source Documentation / Sample Population Description

		Additional Comments

		Preparer:

		Reviewer
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3.1-s

		Business Cycle:		Regulatory Reporting								Control Number				3.1-s Critical & Significant Spreadsheet Review

		Process Name:		Regulatory Reporting								Is the control designed effectively?

		Sub process:		Regulatory Accounting								Is the control operating effectively?

		Control Owner:		Scott Kyle / Reggie Austria

		Testing Period										Control Frequency				Daily

		Tester										Sample Size (Total)				20 spreadsheets

		Does the Tester understand how the control operates? (Yes or No)										Sample Selection Method				Judgemental selection

		Control Description		Spreadsheets are reviewed and approved when used as backup for a journal entry or other function.

		Questions Asked or Information Validated by Manager/Supervisor:

		Completeness and Accuracy of Report Used for Control Activity (if applicable):

		Description of Test Procedures		Step One: Judgmentally select an appropriate number of spreadsheets from the list to use as a sample.

Step Two: Obtain the journal entry or other document from the time period being tested that is supported by the spreadsheet.

Step Three: Verify that a hard copy of the lead schedule of the spreadsheet is attached to the journal entry or other document, and that the package has been reviewed and approved.

		Detail of Exception(s) Noted

		Remediation Plan (if applicable)

		Estimated Remediation Date (if applicable)

		Results of testwork for samples selected

						Test Plan Steps Performed

		Selection #		Selection Description				Attribute 1		Attribute 2		Comments

		Attribute Legend

		Attribute 1		A hard copy of the lead schedule of the spreadsheet is attached to the journal entry.

		Attribute 2		The package has been reviewed and approved.

		Source Documentation / Sample Population Description

		Additional Comments

		During Q1 2012, Regulatory Accounts was responsible for a total of 14 Critical and Significant spreadsheets. 14 x 12 = 168 = annual estimate. Using Business Controls’ guidelines of 1-12 for monthly, 12-52 for weekly, 52-260 for daily, and >260 for many times daily, the Critical and Significant spreadsheets should be tested under the “daily” status, which requires 20 samples to be tested for management testing. An additional 5 samples will then be required for rollforward testing, for a total of 25 test samples annually.

		Preparer:

		Reviewer
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4.1-s

		Business Cycle:		Regulatory Reporting								Control Number				4.1-s Critical Spreadsheet - backup

		Process Name:		Regulatory Reporting								Is the control designed effectively?

		Sub process:		Regulatory Accounting								Is the control operating effectively?

		Control Owner:		Scott Kyle / Reggie Austria

		Testing Period										Control Frequency				Ongoing

		Tester										Sample Size (Total)				All drives where critical spreadsheets are stored

		Does the Tester understand how the control operates? (Yes or No)										Sample Selection Method				All drives where critical spreadsheets are stored

		Control Description		Spreadsheets are kept on the shared drives, which are backed up daily.

		Questions Asked or Information Validated by Manager/Supervisor:

		Completeness and Accuracy of Report Used for Control Activity (if applicable):

		Description of Test Procedures		Step One: Verify with the manager that the storage drive is backed up by the company network daily.

Step Two: Verify that all crucial spreadsheets are located on the regular storage drive, which is backed up on a regular basis.

		Detail of Exception(s) Noted

		Remediation Plan (if applicable)

		Estimated Remediation Date (if applicable)

		Results of testwork for samples selected

						Test Plan Steps Performed

		Selection #		Selection Description								Attribute 1				Comments

		Selection #		Selection Description								Attribute 2				Comments

		Attribute Legend

		Attribute 1		Storage drive is backed up by the company network daily.

		Attribute 2		Crucial spreadsheets are located on the regular storage drive and backed up regularly.

		Source Documentation / Sample Population Description

		Additional Comments

		Preparer:

		Reviewer
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5.1-s

		Business Cycle:		Regulatory Reporting								Control Number				5.1-s Critical Spreadsheet - Organization

		Process Name:		Regulatory Reporting								Is the control designed effectively?

		Sub process:		Regulatory Accounting								Is the control operating effectively?

		Control Owner:		Scott Kyle / Reggie Austria

		Testing Period										Control Frequency				Daily

		Tester										Sample Size (Total)				20 spreadsheets

		Does the Tester understand how the control operates? (Yes or No)										Sample Selection Method				Judgemental selection

		Control Description		Spreadsheets are named according to established conventions using some or all of the following elements: activity, company, period, and version.

		Questions Asked or Information Validated by Manager/Supervisor:

		Completeness and Accuracy of Report Used for Control Activity (if applicable):

		Description of Test Procedures		Step One: Judgmentally select an appropriate number of spreadsheets from the list to use as a sample.

Step Two: Verify that the name clearly conveys the purpose and version of the spreadsheet.

Step Three: Examine the electronic folders where the spreadsheets are filed, and verify that the organization is clear and appropriate.

		Detail of Exception(s) Noted

		Remediation Plan (if applicable)

		Estimated Remediation Date (if applicable)

		Results of testwork for samples selected

						Test Plan Steps Performed

		Selection #		Selection Description				Attribute 1		Attribute 2		Attribute 3		Comments

		Attribute Legend

		Attribute 1		Spreadsheets were selected with naming conventions such as: activity, company, period, and version.

		Attribute 2		The spreadsheet name conveys the purpose and version of the spreadsheet.

		Attribute 3		Different versions of spreadsheets are named appropriately, and organization of files is clear.

		Source Documentation / Sample Population Description

		Additional Comments

		During Q1 2012, Regulatory Accounts was responsible for a total of 14 Critical and Significant spreadsheets. 14 x 12 = 168 = annual estimate. Using Business Controls’ guidelines of 1-12 for monthly, 12-52 for weekly, 52-260 for daily, and >260 for many times daily, the Critical and Significant spreadsheets should be tested under the “daily” status, which requires 20 samples to be tested for management testing. An additional 5 samples will then be required for rollforward testing, for a total of 25 test samples annually.

		Preparer:

		Reviewer
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6.1-s

		Business Cycle:		Regulatory Reporting								Control Number				6.1-s Critical Spreadsheet - Input Controls

		Process Name:		Regulatory Reporting								Is the control designed effectively?

		Sub process:		Regulatory Accounting								Is the control operating effectively?

		Control Owner:		Scott Kyle / Reggie Austria

		Testing Period										Control Frequency				Daily

		Tester										Sample Size (Total)				20 spreadsheets

		Does the Tester understand how the control operates? (Yes or No)										Sample Selection Method				Judgemental selection

		Control Description		Input controls are utilized.

		Questions Asked or Information Validated by Manager/Supervisor:

		Completeness and Accuracy of Report Used for Control Activity (if applicable):

		Description of Test Procedures		Step One: Judgmentally select an appropriate number of spreadsheets from the list to use as a sample.

Step Two: Identify and document the input controls being utilized on each spreadsheet.

Step Three: For each spreadsheet, determine if the input controls utilized are appropriate and adequate, such as displaying manual inputs in a different color or font, indicating the sources of the data utilized, and avoiding hard-coded numbers within formulas.

		Detail of Exception(s) Noted

		Remediation Plan (if applicable)

		Estimated Remediation Date (if applicable)

		Results of testwork for samples selected

						Test Plan Steps Performed

		Selection #		Selection Description						Attribute 1		Comments

		1

		2

		3

		4

		5

		6

		7

		8

		9

		10

		Attribute Legend

		Attribute 1		Input controls are utilized appropriately and adequately.

		Source Documentation / Sample Population Description

		Additional Comments

		During Q1 2012, Regulatory Accounts was responsible for a total of 15 Critical and Significant spreadsheets. 14 x 12 = 168 = annual estimate. Using Business Controls’ guidelines of 1-12 for monthly, 12-52 for weekly, 52-260 for daily, and >260 for many times daily, the Critical and Significant spreadsheets should be tested under the “daily” status, which requires 20 samples to be tested for management testing. An additional 5 samples will then be required for rollforward testing, for a total of 25 test samples annually.

		Preparer:

		Reviewer
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9.1-s

		Business Cycle:		Regulatory Reporting								Control Number				9.1-s  Revenue Reconciliation

		Process Name:		Regulatory Reporting								Is the control designed effectively?

		Sub process:		Regulatory Accounting								Is the control operating effectively?

		Control Owner:		Scott Kyle / Reggie Austria

		Testing Period										Control Frequency				Monthly

		Tester										Sample Size (Total)				2 months

		Does the Tester understand how the control operates? (Yes or No)										Sample Selection Method				Random

		Control Description		2. Data is transferred from CIS to CSD and then from CSD to SAP and reconciled on a timely basis, and unusual items are investigated and resolved.

		Questions Asked or Information Validated by Manager/Supervisor:

		Completeness and Accuracy of Report Used for Control Activity (if applicable):

		Description of Test Procedures		Step One: Randomly select two months for the period under review and obtain the CIS to CSD reconciliation prepared by the Regulatory Accounts staff. 

Step Two: Randomly select two months for the period under review and obtain the CSD to SAP reconciliation prepared by Regulatory Reporting Staff Accountant.  

Step Three:  Review reconciliation for unexplained reconciling items. 

Step Four:  Validate that reconciliation was reviewed by Regulatory Accounts Manager as evidenced by initial on reconciliation or other appropriate document (i.e., journal entry/interface check list).

		Detail of Exception(s) Noted

		Remediation Plan (if applicable)

		Estimated Remediation Date (if applicable)

		Results of testwork for samples selected

						Test Plan Steps Performed

		Selection #		Selection Description				Attribute 1		Attribute 3		Attribute 4		Comments

		STEP ONE

		Selection #		Selection Description				Attribute 2		Attribute 3		Attribute 4		Comments

		STEP TWO

		Attribute Legend

		Attribute 1		CIS to CSD reconciliation was performed and reviewed by the appropriate individuals.

		Attribute 2		CSD to SAP reconciliation was performed and reviewed by the appropriate individuals.

		Attribute 3		There were no unexplained reconciling items.

		Attribute 4		Reconciliation was reviewed by Regulatory Accounts Manager.

		Source Documentation / Sample Population Description

		Additional Comments

		The SCG revenue reconciliation schedule is prepared each month. 1 x 12 = 12 = annual estimate. Using Business Controls’ guidelines of 1-12 for monthly, 12-52 for weekly, 52-260 for daily, and <260 for many times daily, the revenue reconciliation schedule should be tested under the “monthly” status, which requires 2 samples.

		Preparer:

		Reviewer
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